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Abstract

The accelerated speed of smart city projects around the world has listed network surveillance
solutions, or Al-powered CCTV, Internet of Things (loT) sensors, and predictive policing algo-
rithms as prominent elements of city infrastructure. Although they can greatly improve cyber-
security and community safety as they can deliver an opportunity to detect threats in real-time
and organize responding efforts, the widespread use of such systems provokes serious social and
ethical issues. This study discusses social effects of such technologies, which is the balancing
act between state-controlled security and personal civil rights. The study examines the negative
effects of constant surveillance on the loss of privacy and the over-surveillance of marginalized
populations using a mixed- methods approach. The evidence indicates that physical confronta-
tions can be averted with the help of surveillance, but, at the same time, the social tensions
can be aggravated by creating the effect of a digital panopticon and weakening the citizens'
confidence in the local authorities. The study throws the light on the Surveillance Paradox, when
the need to feel safe may lead to the lack of social belonging and freedom. The paper presents
the argument in favor of the need of Ethical-by-Design architectures through an assessment
of current governance frameworks between 2023 and 2025. It concludes that the shift towards
smart urbanism means that information must be transparent in data practices, accountable in
algorithms and participatory in policy development in order to make sure that technology leads
to social peace as opposed to structural exclusion. The paper is a roadmap that can be used by
policymakers to incorporate effective cybersecurity solutions without exposing the basic rights

of the citizenry in the ever-digitized urban environment.
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Introduction

The idea of the Smart City has transformed into
the novelty of the futuristic vision into a power-
ful paradigm of urban development in the mid-
dle of the 2020s. With urban population ever-
increasing, municipal leaders have resorted to
the use of network surveillance technologies as
a panacea to the amalgamation of city man-
agement in the modern times. The technologies
include connected CCTV networks with auto-
matic facial recognition (AFR) functions, acous-
tic gunshot detectors, traffic management sys-
tems based on loT, and others, creating a kind
of digital nervous system that keeps track of the

pulse of the city. As far as cybersecurity and gov-
ernance is concerned, the unification of these net-
works is a giant leap. It enables the coordination
of the activities of the public safety agencies so
as to take a proactive position in countering both
physical and digital threats to the critical infras-
tructure, including crime and terrorism. The ca-
pacity to detect and react to incidents in real-
time in the present-day geopolitical environment
of 2025, in which the concept of urban resilience
takes center stage, is considered by most govern-
ments as a non-negotiable condition of bringing
order to the populace.

Nevertheless, the mass implementation of these
technologies is not implemented in a socio-
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political vacuum. The efficiency and security of
a city can define how smart the city is, but it
is often easy to forget that serious social costs
are involved in pervasive monitoring. The essence
of the issue is the transition into mass monitor-
ing and the ambient monitoring. By introducing
surveillance as an element of the urban environ-
ment, the character of the public space is al-
tered. This psychological effect of being persis-
tently watched by an unseen, algorithmic author-
ity is what is referred to as the chilling effect, in
which people shape their own actions, stay in the
quiet to avoid being seen, and disengage them-
selves in the social realm to stay private. This
study claims that as much as network surveil-
lance is an effective instrument of prevention of
conflict, it can also be seen to generate social
conflict when its execution does not take into
considerations the socio-ethical aspects of privacy
and equity.

The main research question, answered in this pa-
per, is as follows: What is the impact of the
implementation of network surveillance technolo-
gies in smart cities on social equity, civil liberties,
and civic trust, and what governance mechanisms
must be in place to responsibly arbitrate that im-
pact? The scope of this paper is limited to three
global representative cities (Singapore, London,
Nairobi) and the timescale of 2022-2025, where
the major numerical information is represented
by the cycle of the 2024-2025 Smart City Index.
The proposed study is required because of three
reasons. First, literature out there is largely tech-
nical, and it does not cover social implications of
surveillance implementation in much detail. Sec-
ond, the world governance structures have failed
to keep up with the rate of technology adoption
and this has posed actual threats of injury to the
vulnerable groups. Third, 20232025 is a critical
period: smart city development has progressed
enough to produce empirically significant social
outcomes, but the reaction of policy has been
disjointed. The theoretical contribution of this re-
search is the empirical validation of Surveillance
Paradox in various urban settings, and the practi-
cal one is a policy roadmap that allows addressing
the cybersecurity effectiveness and civil liberties
protection dilemma.

These technologies are of great social concern
especially to vulnerable and marginalized com-
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munities. Training regimes of surveillance algo-
rithms are frequently biased by historical data
sets of past policing, and therefore create a feed-
back loop of injustice as some neighborhoods
are heavily surveilled whilst others are compar-
atively un-surveilled. It introduces a surveillance
gap that supports social stratification and wors-
ens the boundary between the state and the cit-
izens. Further into the future in 2026, the issue
is no longer whether cities will be monitored, but
how that monitoring will be regulated. As the
present study makes it clear, the smart city will
not become a resilient urban space unless data
practice and all-inclusive policies are transparent.
The paper is organized in a way that gives it
a multi-dimensional perspective of this problem.
It starts by presenting a thorough literature re-
view of both theoretical and empirical progress
in the surveillance studies, and consequently the
methodology adopted is the use of case studies
of smart city leaders around the world. The sec-
tion of the data analysis gives empirical evidence
of the connection between the surveillance level
and trust in police. Lastly, the results and dis-
cussion section summarizes these results to pro-
vide a way ahead, namely, ethical governance and
civil liberties protection as the core elements of
the cybersecurity system of the smart city. This
study aims to reinvent the effectiveness of smart
cities by exploring the conflict between state-led
security and personal privacy in order to build the
concept of success in terms of technological effi-
ciency, and also in terms of social harmony, and
human rights.

Literature Review

The 2020 to 2025 period has seen a paradigm
shift in the literature of smart city surveillance as
it is no longer about technical feasibility but a
socio-technical analysis of its effects. The initial
foundations of the concept were laid by Kitchin
Kitchin (2014), who created the term data-driven
city, although recent studies have paid more at-
tention to the moral aspects of Al and automated
decision-making. Latest research by Smith and
Miller Smith and Miller (2022) highlights the idea
that the concept of surveillance in smart cities has
shifted to not only watching people but also pre-
dicting and preempting their social actions. This
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reactive to predictive policing has been brought
about by the network surveillance and has led to
a heated discussion on the presumption of inno-
cence in the digital era.

The most significant recent literature trend is
the Algorithmic Panopticon. Although Foucault
meant by the original idea that the prisoner is
physically visible to the guard, the modern re-
searchers, such as Zuboff Zuboff (2023), believe
that the contemporary surveillance is instrumen-
tal, in other words, it attempts to control the be-
havior by manipulating the digital space subtly.
Within the framework of smart cities, this im-
plies that the combination of loT sensors and so-
cial media surveillance forms a continuous surveil-
lance that is far more invasive than the traditional
CCTV. Chen et al. Chen, Lee, and Wang (2024)
have recorded how this perpetual surveillance in
Asian and European smart cities has caused a
reduction in the anonymity of urbanism to be-
come a luxury of the past where people can move
around in a city without being traced.

The topic of Algorithmic Bias is one of the key
pillars of surveillance studies. Noble Noble (2023)
and Benjamin Benjamin (2024) have found that
the myth of the unbiased nature of surveillance
technology is false. They claim that, among other
things, facial recognition systems have a much
larger error rate of people of color, which results
in excessive stops, searches, and arrests. This falls
under the definition of the automation of inequal-
ity where the smart city infrastructure automates
systemic racism. Moreover, as it is shown by re-
search by Williams Williams (2025) marginalized
groups in most cases are over-policed and under-
protected, meaning that surveillance is employed
to track their movements, yet it fails to address
their needs and requirements, giving them more
safety and improved services.

The literature on cybersecurity has started to dis-
cuss the weaknesses of the surveillance networks
themselves. The more smart cities are intercon-
nected, the more the cyber-adversary has an at-
tack surface. A weakened surveillance network,
according to the research by Zhang and Lee Lee
and Zhang (2023), can be initiated as an instru-
ment of digital stalking or a government-backed
espionage, making a security resource a highly
expensive liability. This has given rise to the cre-
ation of the Privacy-Security Nexus theory which
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Figure 4: The Surveillance Paradox — Conceptual Framework

Figure 1: Surveillance Paradox Conceptual

Framework

held that an entity can never be safe when the in-
formation of its citizens is not confidential. Green
Green (2024) implies in its works that the em-
phasis on the process of the network being se-
cured should be characterized by the equivalent
emphasis on the securing of a personality off of
the network.

Lastly, the literature of Inclusive Governance is
on the rise. According to such scholars as Tay-
lor and Broeders Taylor and Broeders (2023),
the modern model of a smart city implementa-
tion, which is top-down, is inherently undemo-
cratic. They support the concept of Data Justice,
which puts the rights of those receiving the col-
lected data first, before the effectiveness of the
data collectors. Recent reports by the UN-Habitat
(2024) highlight that smart cities need to be so-
cially sustainable and in their endeavor to achieve
this, they must adopt the concept of Participatory
Surveillance where communities have the author-
ity to veto particular technologies and control the
use of their data. This review of literature shows
that though the technical advantages of network
surveillance are well comprehended, its social and
ethical structures which are needed to manage it
are in their early stages, calling upon the pressing
study in this paper.

Methodology

The research is a mixed-methods research de-
sign to assess the social effect of network surveil-
lance. This method is required to both identify
the quantitative extent of surveillance implemen-
tation, as well as the qualitative subtexts of so-
cial response to it. The study is split into three
main stages which include the collection of data

213



Anoshan et al. 2026

on the smart city indices across the globe, case
study analysis of three different urban centers
(Singapore, London, and Nairobi) and the socio-
technical impact assessment.

The proposed study has a mixed-methods design
as it combines quantitative evaluation of surveil-
lance indicators with qualitative thematic evalua-
tion of governance and human rights documents.
This choice is supported by the fact that the re-
search problem involves the quantitative measure
of the amount of surveillance deployment as well
as the interpretation of the qualitative social re-
sponses to the same. Quantitative data will not
reflect subtle forms of power and governance fail-
ures whereas qualitative data will not determine
the extent and degree of the correlations the re-
search in question explores. Their methods are
complementary, which allows performing triangu-
lation to increase the validity of the findings.

Case Study Selection

The cities were selected as the objects of vari-
ous degrees of technological maturity and politi-
cal governance:

» Singapore: Reflects the model of Integra-
tive, where surveillance is included in a na-
tional program of the Smart Nation with
high levels of compliance attained.

» London: Represents the “Evolutionary
Model” that has one of the oldest and largest
CCTV systems in the world being modern-
ized with Al.

= Nairobi: The city symbolizes the “"Emergent
Model,” in which smart technologies of the
city are being developed at an alarming rate
and, in many cases, with the financial sup-
port of foreign countries, which casts doubts
on the phenomenon of digital colonialism
and the social well-being of locals.

Data Collection Metrics

The data was collected in the form of quantitative
data using 2023-2025 Smart City Index reports,
and two main variables were considered:

= Surveillance Density (SD): This is a figure
that indicates how many sensors/cameras
are linked in a one square kilometer area.
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= Public Trust Index (PTI): Survey data of
the levels of confidence of the citizens on the
municipal data treatment and safety-related
views.

The published reports on Smart City Index 2023
2025 were considered as source of quantitative
data. The data on facial recognition accuracy
and false identification were collected by the na-
tional civil liberties monitoring bodies and peer-
reviewed studies during the same time.

Socio-Technical Impact Assessment

(STIA)

The qualitative aspect was a thematic analysis of
50 policy documents and 20 human rights reports
of the period 2022-2025. This enabled the study
to determine the trends of social exclusion and
bias incidences associated with surveillance tech-
nologies. The triangulation of these reports with
the quantitative metrics reveal the presence of
“Surveillance Friction Points” — places where the
implementation of technologies directly opposes
social harmony.

Data Analysis

The correlation between the social sentiment and
intensity of the surveillance is analyzed in the
data analysis. The table below is a summary of
the results obtained after the multi-city analy-
sis. Quantitative analysis used Pearson correla-
tion to gauge the statistical dependence between
Surveillance Density (SD) and Public Trust In-
dex (PTI) amid the three case cities and also
between hours of surveillance per day and false
identification rates among income quartiles. The-
matic coding was applied in qualitative analy-
sis with six-phase process of Braun and Clarke
(2006), with an initial codebook being developed
by theoretical frameworks (Algorithmic Panopti-
con, Data Justice, Privacy-Security Nexus) and
refined through inductive development through
continuing reading of the 70-document corpus.
Results of the two parts underwent triangulation
to determine the convergences enhancing the va-
lidity of the conclusions.

Pearson correlation of surveillance hours per day
and false identification rate are r = 0.99 (p <
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Table 1: Surveillance Metrics & Public Sentiment (2024-2025 Data)

City

Surveillance
Density
(Sensors/km?)

Al/Biometric
Integration (%)

Public Perception
of Safety (%)

Trust in Data
Governance (%)

Singapore

450

85%

92%

78%

London

310

60%

68%

45%

Nairobi

120

40%

52%

31%

Figure 1: Surveillance Density vs. Trust in Data Governance
(Bubble size = Public Safety Perception %)
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Figure 3: Algorithmic Bias by Income Quartile
(Grouped Bar + Line)

0.01) and this confirms that the communities
that have been most subjected to surveillance are
statistically most unreliably served by the surveil-
lance.

Results and Discussions

The results of this study demonstrate a rather sig-
nificant paradox of the formation of smart cities:
technologies aimed at keeping cities safe often
become the very means of eroding social unity.
The data analysis results indicate that the quan-
tity of surveillance does not have a linear correla-
tion with the degree of trust among the popula-
tion. Actually, in some cities such as London and

Nairobi, the level of high surveillance density is
usually negatively related with the level of confi-
dence in data governance. This is an indication
that the social license to carry out the surveil-
lance networks is being pushed to its limit.

Among the most prominent outcomes is the dis-
covery of Surveillance-Induced Social Exclusion.
Data in all three case studies indicated that
surveillance was applied more in poorer districts
in behavioral modification rather than service en-
hancement. Indicatively, the smart cameras are
commonly deployed in informal settlements in
Nairobi, and the residents feel that the state is
targeting them. This develops a mentality of a
fortress in which the city is subdivided into safe
and monitored areas of the wealthy and the un-
derprivileged respectively. It should be noted in
the discussion that when a smart city instills fear
in a certain section of its population, it is not ful-
filling its chief objective of ensuring the safety of
the people.

Another important theme is the so-called
Cybersecurity-Privacy Paradox. Authorities be-
lieve that in order to prevent the city against
cyber-attacks, they should have complete visibil-
ity into the network. Nonetheless, we find that
such visibility results in a honepot of sensitive
personal information which itself is an enormous
security risk. In 2024, dozens of small infractions
in smart cities databases caused the leakage of
facial recognition templates, which can be ap-
plied to identity theft. This points to the fact that
“Smart Security” can be viewed as a trade-off in
which the physical security is prioritized over the
digital one. The argument made is that a cyber-
security plan that does not take personal privacy
into consideration is flawed.

Moreover, the study found that there was a ma-
jor Gap of Transparency. Though the integration
of surveillance in Singapore is publicly known in
85% of the cases, the less than 30 percent of the
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algorithmic logic employed by both the predictive
policing in New York or London is available to
outside auditors. This governance which is black
box is one of the biggest sources of social tension.
Failure to know the reason why citizens are being
flagged by a system leads to the loss of faith in the
justice of the law. The discussion indicates that,
the Algorithmic Accountability should be issued
into law. City smarts must be mandated to give
Explainable Al (XAl) results to each intervention
based on surveillance.

This was also brought about by the role of in-
ternational Digital Colonialism. In places such
as Nairobi, foreign tech giants, or governments,
tend to end up donating or subsidizing surveil-
lance infrastructure. As noted in the discussion,
these technologies are frequently accompanied by
backdoors or agreements on sharing the data that
are more profitable to the provider than the local
population. This brings up the issue of national
sovereignty and the social implication of having
the security of a city controlled by foreign powers
in the long run.

In conclusion of the discussion, the study assumes
that social impact of network surveillance is not
a predetermined phenomenon but rather a con-
sequence of the policy decisions. Levels of trust
remain high in Singapore, according to which suc-
cess points to the fact that a robust social con-
tract, coupled with perceived benefits (such as
ultra-efficient transport and low crime), can help
to reduce the adverse effects of surveillance. Nev-
ertheless, it is unlikely that this model can be
transferred to more pluralistic or democratic so-
cieties without any substantial changes. There is
the so-called Ethical-by-Design, that is, privacy
and social equity are not considered as an af-
terthought, but as an engineering requirement,
and is introduced as the only possible way ahead
in the smart cities of the 2026s and beyond.

Implications of the Study
Theoretical Implications

This work empirically confirms the Surveillance
Paradox across multiple cities, showing that it is
not local, but it is a dynamic of structural de-
ployment of surveillance in the absence of proper
governance. It applies the concept of the Algo-
rithmic Panopticon Zuboff (2023) by basing it on
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the quantitative information about the accuracy
rates and the cases of false identification. It also
adds a reconceptualisation of urban cybersecurity
— to suggest that the protection of civil liberties
needs to be considered as the equal importance
of security alongside the protection of technical
infrastructures.

Practical Implications

To urban planners and technology designers, the
results indicate that surveillance buildings that
are not built to be equitable will disfavor low-
income groups in a systematic manner. Privacy-
Enhancing Technologies (PETs) On-device pro-
cessing, default data minimization, and differen-
tial privacy This category of design requirements
should be considered non-negotiable. To cyber-
security practitioners, the fact that surveillance
databases are valuable targets of identity theft
requires that smart city systems be secured just
like critical national infrastructure.

Policy Implications

This paper gives a policy roadmap containing
four pillars:

= Algorithmic Accountability Legislation —
Compulsory explainable Al (XAl) on all
surveillance-based interventions, and the
civil society must have the right to audit.

= Participatory Governance Models — Part-
Statutory community representation within
surveillance governance institutions, having
real veto over individual technologies.

» Data Minimization and Sovereignty Pro-
tections — Laws on data minimization and
national sovereignty laws of infrastructure
provided by foreign entities.

= Equity Impact Assessments Pre-
deployment distributional impact evalua-
tion, required on an income and demo-
graphic basis, with binding remediation obli-
gations.
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Conclusion

This paper had an aim of exploring the impact of
network surveillance technologies in smart cities
on social equity, civil liberties, and trust in the
government. The results substantiate the Surveil-
lance Paradox: the higher the surveillance density
is, the less trustful increases in the population can
be generated, as the Tables 1 and 2 show. Both
London and Nairobi demonstrate that low data
governance trust (45% and 31% respectively) is
correlated with the high or moderate surveillance
density, and the five Surveillance Friction Points
that are identified during the qualitative analysis,
such as social exclusion, the cybersecurity-privacy
paradox, the transparency gap, digital colonial-
ism, and governance framework deficiency, di-
rectly explain this loss of trust.

The data on the algorithmic bias (Table 2) also
reveal that the low-income communities experi-
ence 16.5 hours of surveillance per day and an ac-
curacy rate of 88.2% and the false identifications
of 42 in comparison with 4.2 hours and 98.5% in
the communities of high income. This is empirical
data of the automation of inequality. Combined,
these results substantiate the fact that spying can
avert physical war and at the same time cause so-
cial division when installed without practices of
fairness and transparency.

This study has brought to fore that the security
of a smart city in terms of cybersecurity is sup-
posed to be redefined to encompass civil liberties
security. A city, which is not targeted by outside
hackers but insecure to the privacy of its citi-
zens, is not a smart city; it is a digital jail. Con-
sequently, the future of city surveillance is in the
so-called Ethical-by-Designs. This involves adop-
tion of Privacy-Enhancing Technologies (PETs),
creation of very strict data minimization policies
and development of independent oversight bodies
which involve the representatives of the marginal-
ized communities.

Moreover, a new social contract is needed to im-
plement the shift to smart urbanism. The citizens
should be regarded as partners in the safety of the
city as opposed to being the subjects of the ur-
ban surveillance. This includes the push in the
direction of models of participatory surveillance
in which the citizens can say their word in the
establishment and management of networks of
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surveillance. To smart cities, the challenge in the
second half of 2026 and beyond will be to use the
force of network surveillance to secure the social
fabric without dismantling it. Through their fo-
cus on equity and transparency, the policymakers
can make the smart city of tomorrow not only a
success of technology, but also a success of social
harmony. Trust, not sensors is a road to a truly
smart city.
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