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Abstract
Objectives: This paper intends to propose a secure steganography approach in JPEG compressed domain by providing 
more possibilities to analyzing the DCT coefficients in lower frequency area by modifying the primary Quantization Table 
(QT) with generating random data hiding patterns. Methods/Statistical analysis: The upper left part of the primary QT 
extracted from gray scale image dataset is modified by multiplying the factors ¼, ½ and ¾ to produce secondary QTs for 
investigating randomly generated data hiding patterns in lower frequency area of quantized DCT coefficients by Least 
Significant Bit (LSB) method. We create a pool of QTs and those tables are cross checked with randomly generated hiding 
patterns to find best QT with appropriate data hiding pattern by assessing Peak Signal to Noise Ratio (PSNR). Our method 
can be used to attain trade-off between some parameters such as image features, QT, data hiding pattern. Further, statisti-
cal features of a given image data set are extracted and analyzed with the selected QT and appropriate hiding pattern by 
using R software. Findings: The Experimental results revealed that our proposed method can embed high capacity data 
(57 bits per block) without noticeable visual artifacts by considering lower frequency coefficients for data hiding by as-
sessing the image steganographic requirements. The maximum PSNR value 48 and the minimum PSNR value 32 are found 
among the fifty jpeg gray images based on their contents. Although, the embedding capacity and PSNR fluctuate among 
images, our method can be used to attain trade-off between some parameters such as image features, QT, data hiding pat-
tern. Further, statistical features of a given image data set are extracted and analyzed with the selected QT and appropriate 
hiding pattern using R. The hypothesis test was deployed among the QTs, hiding patterns and image features. The follow-
ing five P-Values,  0.04128, 0.02486, 0.02241, 0.04898, 0.01966 less than 0.05 show the good relationship between the 
QTs, hiding patterns and image features among the cover images and also the following four P-Values,  0.00685,  0.03017, 
0.001085, 4.568e-12, less than 0.05, show the good relationship between those above mentioned factors among the stego 
images.  Application/Improvements: Finally, we present a secure model to explore the relationship between QT, hiding 
pattern and image contents. The found model is stego invariant for sender and receiver that will enable them to identify 
QT and pattern by extracting the image features without fully decoding the stego jpeg image. This method is very practical 
and adaptable for extending QTs and hiding patterns.

*Author for correspondence

1. Introduction
The rapid growth of network turns into extensive part 
of day to day life. The major benefit of network for us is 
to provide a fast delivery service to transfer the digital 
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contents from source to destination in an ease of way. 
To remain the covert communication in this delivery 
service, different technologies have been invented to 
secure data transfer. The most important technolo-
gies are the steganography, cryptography, and digital  
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watermarking1. Although secure data transferring is a 
major aim of these technologies, but the operations of 
data differentiate these technologies. Steganography is a 
procedure to embed secrete information within a cover 
file in such a way that the survival of any secrete com-
munication twisted with cover file is unnoticeable rather 
than cryptography where the presence of covert com-
munication is recognized but it is impossible to read2. 
Steganography provides boundary in excess of cryptog-
raphy since it draws less attention of third parties, further 
the message perhaps encrypted prior to being hiding in 
the cover file. Therefore, addition of cryptography with 
steganography provides extra benefit of unnoticeable 
communication. Steganography in digital images is the 
discipline of embedding information covertly inside the 
cover image. Due to the high visual redundancy achieved 
in digital images, human visual system draw less atten-
tion about slight modifications in image regions. The 
visual redundancy is utilized to hide multimedia con-
tents such as text, audio, and image inside cover images 
with no considerable alterations imperceptibly3. The 
growth of digital image steganography is attractive more 
and more on the internet technologies as image appear-
ance catch the less attention than a covert channel and 
encryption algorithm. Digital images are the most com-
mon candidates as cover medium for steganography. 
The noisy pixels of images are used to hide data in case 
of resolution larger than sensitivity of human eyes. That 
means, minor changes in those noisy pixels is invisible 
to human eyes and also changes could be identified by 
statistical methods4. Hence, imperceptibility is a major 
requirement in any image steganographic methods. 
The LSB (Least Significant Bit) is a common method 
that replaces the LSBs by most significant bits of secrete 
message in image steganographic techniques. There are 
two major types of steganographic approaches in digi-
tal images: pixel domain and frequency domain. The 
pixel domain5 deals with direct embedding of secrete 
message bits into image pixels of the cover image file, 
for example LSB replacement. Whereas, the frequency 
domain6 deals with embedding of secrete message bits 
into transformed coefficients, for example Discrete 
Cosine Transformation (DCT). The DCT transformed 
coefficients of cover image are quantized and then 
replaced by the secrete message bits using LSB method7. 
Embedding Capacity and imperceptibility (visual qual-
ity) are two major essential requirements of any image 
based steganographic systems8. Embedding capacity 

refers the quantity of message to be hidden inside a 
cover image even as the imperceptibility specifies that 
the embedded message within cover image not visible 
to human eyes or any other statistical changes cannot 
be identified by human visuals system. Moreover, it is a 
big challenges that raising the embedding capacity with-
out degrading the image quality9.  In literature, so many 
data hiding algorithms have been proposed to keep the 
balance between embedding capacity and imperceptibil-
ity to improve the security of image steganography10,11. 
The majority of data embedding techniques in digi-
tal images focus on the pixel domain and frequency 
domain even as few data embedding techniques interest 
in compressed domain due to less redundancy achieved 
in compressed domain12,13. The data transmission on the 
internet use multimedia data as cover object. The digi-
tal images are the good candidate for data hiding due 
to the high redundancy and also images in compressed 
domain is selected for data hiding due to the reason that 
show the storage space and efficient transmission. The 
JPEG images are mostly used as cover images by steg-
anographic researchers to enable data hiding as JPEG 
compression makes available a reasonable compres-
sion ratio with preserving good image quality and it is 
broadly used image format in World Wide Web14,15. In 
this paper, we proposed a data hiding method in JPEG 
compressed domain that shows the double quantization 
effect with high capacity data hiding by significantly 
reduce the image distortion and this method achieve 
how the Quantization Table (QT) modification effect 
influence with lower frequency area embedding related 
with image contents by producing statistical model as 
shown in Figure 1.  

Figure 1. Block diagram of JPEG encoder and decoder.
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2. JPEG Steganography 

The way to create JPEG compression for raw or uncom-
pressed images is to divide image into 8 × 8 blocks and 
DCT transform executed on each blocks of pixels from 
image grid followed by the DCT coefficients are divided 
by quantization steps and rounded to integers. JPEG 
compression operates in some stages. The first stage, 
the whole pixels in an image is converted into two color 
space, luminance and chrominance. As the HVS per-
ceives much more in luminance alterations compared to 
chrominance alterations, the chrominance component is 
selected for down sampling to diminish the image con-
tents. The second stage represents DCT, the clustered 8x8 
blocks of the pixel values in luminance components are 
transformed into different frequency levels by the DCT. 
The DCT maps the 8x8 pixels values into different lev-
els of 8x8 frequencies illustrated as a map that consists 
of DCT coefficients in different energy level. The third 
stage is quantization, each DCT blocks are divided by 
QT values to eliminate the unimportant components of 
DCT block and the resultant value is rounded to integer. 
This is the loss of information caused by JPEG process. 
The interesting fact after the quantization stage is that, 
most of the higher frequencies in each blocks turn zero. 
Hence, the loss of higher frequency information shows 
the less attention of t he visual changes in the image. 
After the quantization stage, the fourth step, the remain-
ing coefficients are the candidates for encoding using 
Huffman, RLE, and DCPM, to compress the size of the 
image data. This is lossless step caused by the JPEG pro-
cess. Finally, the JPEG steganography utilize the loss of 
information to hide the secrete data without degrading 
the image quality, that means , data hiding occurs in 
between the quantization stage and encoding stage. The 
final step is to make JPEG that consists of sufficient data 
for decoding16,17. The JPEG compression technique is tai-
lored for many data hiding techniques, sometimes it is 
called JPEG steganography, can be categorized into two 
categories. The first, uncompressed images are used for 
data hiding then use JPEG to produce JPEG stego image 
to be transfer18. The second, JPEG cover images are used 
for data embedding that means, the compressed image 
is used as cover and stego19. In these two categories, the 
basic idea concerns the manipulation of quantized DCT 
coefficients using quantization process (QT) to attain 
the imperceptibility and embedding capacity.

Even if the JPEG compression standard makes use 
of 8x8 quantization entries represented as 8x8 tables, 
these tables do not specify standard entries. Defining 
the exact values of the QT is a challenge to balance the 
image steganographic requirements. The JPEG stan-
dard process provides two different QTs, luminance 
and chrominance, as investigated experimentally and   
empirical and to produce good quality outcomes20. The 
significance of QT modification in JPEG steganograpy 
can be categorized into two dimension, first, the raw 
uncompress images use these QTs and produce JPEG 
stego image, second, JPEG compressed images are used 
as cover images to embed secrete message and they 
produce JPEG stego image the first one occupy with 
single quantization effect while second occupy double 
quantization effect21. So many studies related to first 
category were reviewed in literature but in second cat-
egory very few works done by researchers based on 
static hiding positions for different type of images. The 
proposed method investigate the experimental proof of 
QT modification in JPEG compressed image and points 
out the problems in DCT domain. To solve these issues, 
we experimentally provide the more opportunities for 
an image to check the possibilities of QT modification,   
DCT coefficient selection and embedding capacity in 
lower frequency area of frequency domain with mini-
mizing distortion of JPEG stego image with satisfying 
image steganographic requirements by evaluating qual-
ity parameters.

2.1 Related Studies of JPEG Steganography
In some data hiding schemes, the Huffman code is modi-
fied to encode the quantized DCT coefficients to conceal 
secret information with desired capacity and fidelity. JPEG 
steganography addresses the two major issues while it 
uses the DCT coefficients for data hiding. The first issue is 
the choice of the DCT coefficients in high-frequency area 
or low-frequency area or mid-frequency area. The second 
is the method to hide secrete message into the appropri-
ate DCT coefficients. The majority of data embedding 
approaches use LSB method that subject to replacement 
of LSBs of DCT coefficients in22 The first data embedding 
technique concerned with DCT coefficients is Jpeg-Jsteg11 
in which the LSB of the selected DCT coefficients whose 
values are not equal to 0, 1 or -1 after quantization in 
each blocks are replaced by most significant bit of secrete 
data bits. The major problem of this tool is very limited 
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and less distortion reversible data embedding technique 
by applying modulo operation that concerns with k-ary 
in26. Some lower part of the QT values are modified and 
relevant quantized DCT coefficients were lifted with 
adding an adjustment value simultaneously to provide 
space for data embedding with minimal distortion27. A 
JPEG steganography proposed in uses some permutation 
algorithms to adjust the QT values and it gave satisfac-
tory decoded results. This method provides double layer 
security by adding cryptographic method twisted with 
that method. The Information exchange via any media 
needs privacy and secrecy. Cryptography is widely used 
for providing privacy and secrecy between the sender and 
receiver. But, now, along with Cryptography, we are using 
Steganography to have more protection to our hidden 
data. In this research paper, we demonstrate how a JPEG 
Image can be used to provide embedding space for secrete 
message by adjusting the values in the JPEG QTs (QTs). 
This JPEG double quantization effect in the selected image 
dataset presented satisfactory decoded results. 

3. Proposed Method
In this proposed work, we only focus with the QT modi-
fication and random data hiding employed in quantized 
DCT coefficients of the JPEG compressed domain. As we 
introduced JPEG compression earlier, the JPEG stream 
is structured as sequence of blocks that contains DCT 
coefficients for processing. Our proposed work can be 
applied for grayscale JPEG images. Each block contains 
64 DCT coefficients such that B = {D0, AC1, AC2, . , . 
, . , AC63}, the hiding technique uses a subset of these 
coefficients whether it is suitable for data hiding or not. 
The data embedding scheme (encoder),  DE = (S, C) for 
DCT based data embedding methods consist of two main 
parameters, namely, the selection of DCT coefficients, and 
the embedding capacity C that really conceals the num-
ber of bits in the selected coefficients. The data extracting 
scheme (decoder) may agree about the embedding 
scheme that means knowledge of used DCT coefficients 
for data hiding. If decoder agrees with encoder, the 
embedding scheme is inverted to extract the concealed 
message identical to the original message. Here, we focus 
the QT modification with randomly selected quantized 
DCT coefficients in lower frequency area with investigat-
ing the random data hiding approach by experimentally 
combining QTs. This method makes random embedding 
locations to increase the possibilities of data hiding occur-

embedding capacity. To improve the embedding capacity 
with less distortion produced in JPEG, several schemes 
proposed for JPEG images in uncompressed and com-
pressed domain. To raise the data embedding efficiency, a 
specific embedding method named F5 proposed in. This 
uses matrix encoding technique based on Hamming code 
and first combines every DCT coefficients by using per-
mutation. After that, F5 hides secrete message bits into 
the generated permuted sequence depends on secrete 
key. This algorithm reduced the image distortion and 
improves the security against steganalysis according to 
its functionality. Later on, the F5 algorithm was improved 
by matrix coding to improve the data hiding efficiency 
rate by considering the two overlapped matrix encoding 
blocks. Chang et al. proposed a data hiding scheme to 
alter the entries in QT and also conceal secrete message 
bits into an uncompressed cover image by considering the 
middle part of the relevant quantized DCT coefficients. 
Iwata et al. presented an irreversible low capacity data 
embedding scheme in by changing the limits between 
non-zero and zero quantized DCT coefficients in all 
blocks.  To improve the Iwata et al.’s scheme, a lossless 
steganography approach was proposed by Chang et al. 
The similar approach of Chang et.al in was done by Xuan 
et al. proposed a scheme in that shifts the histogram of 
quantized DCT coefficient in order to hide secretes mes-
sage bits used by the histogram pairs. Later on, Saki et 
al. enhanced Xuan’s scheme in and selected suitable DCT 
blocks for data embedding with good image quality. The 
Chang et.al method in was extended in to improve the 
stego image quality and data embedding capacity by opti-
mizing 16 × 16 QTs. The scheme proposed in considered 
the high-frequency area coefficients to embed secrete 
message by experimental proof as most of the higher-fre-
quency coefficients are zero after the quantization process 
and the high-frequency area are less attention of visual 
changes than lower frequency area and proposed modi-
fied QT which modifies middle and upper right parts of 
standard QT entries to one to reduce the distortion of 
stego image. A few JPEG domain reversible data hiding 
techniques proposed by some researchers by examin-
ing the features of standalone DCT coefficients to satisfy 
the reversibility in23,24. These reversible methods focus 
the challenges of mage quality and embedding capacity. 
Fridrich et al. achieved reversibility in25 that divides speci-
fied entries of the existing QT by a factor that is used to 
multiply the corresponding quantized DCT coefficients 
to provide enough space to embed data. A high capacity 
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rences and it is the significance of our method compared 
with literature by providing satisfactory decoded results 
as shown in Figure 2.

Figure 2. The original quantization table and modified 
quantization tables.

3.1 Quantization Table Modification
The quantization process plays major role in JPEG com-
pression technique and it compress the image data after 
DCT transformation28. These DCT coefficients are quan-
tized via applying an 8 × 8 QT and the results rounded to 
the nearest integer value. The quantization step in JPEG 
process is lossy technique due to the rounding loss29. The 
quantized DCT coefficients that saved in the entropy-
coded segment of JPEG file are the final data carried with 
JPEG file and the generated QT is accumulated in Define 
Quantization Table (DQT) segment. Some quantiza-
tion table modification image steganographic techniques 
in uncompressed domain were proposed by researcher’s 
in30,31. These techniques improve the image quality by max-
imizing embedding capacity in certain region of frequency 
domain. While these techniques enter into lower frequency 

area, it causes rapid change of distortion. The middle part 
of the coefficients was the good candidate and they are 
the benchmark for some images. The above studies fail to 
focus image dataset and find the relationship between the 
image contents. In compressed domain, the compressed 
JPEG image is the candidate to embed secrete message and 
it should have been processed with double quantization 
effect. There are few studies related to double quantization 
effect in JPEG steganography as those techniques face a 
big challenge concerned with image quality. The existing 
techniques focus single quantization entry modification by 
analyzing the coefficient variation for an image by assessing 
image quality parameters. In this proposed work, we simply 
modify the QT entry in lower frequency area and generate 
random data hiding patterns compared with literature for 
providing more possibilities of message hiding in lower fre-
quency area with minimizing distortion. The original QT 
is extracted from image set and lower frequency area loca-
tions are multiplied by 1/4, 1/2 and 3/4 while keeping the 
middle part of the QT entries are one displayed in Figure 3.

Figure 3. The feature extraction of both cover and stego 
images to fit a statistical model.

3.2 DCT Coefficient Selection
The modification of DC coefficients in each DCT blocks 
would show the blocking artifacts. The careful con-
sideration of AC coefficients in each blocks for JPEG 
images were extensively studied in many research stud-
ies32,33. From these studies, the suitable quantized DCT 
coefficients for data embedding would be in middle fre-
quency area. Some research studies were carried out in 
higher frequency area but hiding in higher frequency 
band requires additional changes of QT and affects the  



An Experimental Investigation of Statistical Model based Secure Steganography for JPEG Images

Indian Journal of Science and TechnologyVol 10 (27) | July 2017 | www.indjst.org6

compression ratio as most of the coefficients are zero 
after quantization process. Data embedding in lower fre-
quency area is a challenge to select best candidate in lower 
frequency area for JPEG compressed because of double 
compression effect34,35. As several methods employed in 
literature to select the DCT coefficients for data embed-
ding in lower, mid and higher frequency area. In JPEG 
compressed images, due to double quantization effect, 
selection of lower frequency area coefficients is the chal-
lenge with less distortion produced in stego images. We 
experimentally design the random embedding locations 
in lower frequency area among the nine quantized DCT 
coefficients by cross checking the four different QTs 
extracted from JPEG images. The occupied coefficients, 
AC1, AC2, AC3, AC9, AC10, AC11, AC17, AC18, AC25, 
from left to right, hide one bit per coefficient based on 
the horizontal, vertical and diagonal increments by 
assessing the image quality parameters. The derived data 
hiding patterns based on the experimental investigation 
of image quality parameters in lower frequency area and 
middle frequency area coefficients are utilized to hide 
two bits and the following coordinates in lower fre-
quency area hide one bit per coefficient as in the Table 1.

Table 1. Bits distribution in lower frequency area in 8 × 8 
grid

Patt 1 2 3 4
1 DC P1,P4,P8,

P10,P11,P14
P2,P4,P9,
P10,P11,P15

P3,P4,
P13

2 P1,P5,P7,
P12,P14

P2,P5,P8,
P10,P11,p12,
P13,p14,P15

P3,P5,P9,
P11,p12,P13,
P15

 

3 P2,P6,p7,
p12,P15

P3,P6,P8,
P11,P12,P13,
P14,P15

   

4 P3,P7,P13      

The crossing of derived four QTs and fifteen gener-
ated hiding patterns in each cover image will result in 
sixty stego images. To find the best QT and hiding pattern 
for a cover image, the PSNR of generated sixty images are 
computed then maximum PSNR is selected. The process 
of this combined experimental design is described in the 
following pseudo code.

3.3 Pseudo Code
Step 1: Read JPEG Image Img, Img = 1 to 50

Step 2:  Entropy decodes the image and extracts the pri-
mary QT (PQ)

Step 3:  Generate the secondary QTs from original table 
SQj , j = 1 to 4

Step 4:  Generate fifteen hiding patterns randomly in lower 
frequency area HPk, k = 1 to 15

Step 5: for img = 1 to 50
             for SQj = 1 to 4
             for HPk = 1 to 15
             Hide and Print PSNR img, j, k
             Find Max (PSNR img, j, k)
             Return img, j, k

3.4 Feature Extraction
To find the relationship between the changes of QT, selec-
tion of quantized DCT coefficients and image features, 
the features in DCT domain and spatial domain image 
performance parameters are extracted from image data 
set and statistically analyzed with selected QT and hid-
ing patterns for an image. As our approach in compressed 
domain deal with lower frequency area, the first ten DCT 
coefficients (DC and nine AC coefficients) in lower fre-
quency area Zigzag manner in each DCT block and plot 
the histogram of each ten coefficients accommodated in 
image blocks. The histograms of each coefficient are HDC, 
HAC1, HAC2, HAC3, HAC4, HAC5, HAC6, HAC7, 
HAC8 and HAC9. The statistical texture features of each 
histogram are extracted and statistically analyzed with 
relevant QT and hiding pattern. The extracted features 
are mean, standard deviation (std), entropy, variance, and 
kurtosis. At the end of the extraction, the feature vector is 
constructed as in the form of 

fv={mean,std,entropy,variance,kurtosis} (1)

Then the feature vector is constructed for all histo-
gram as in the form of 

FV= [fvHDC, fvHAC1, fvHAC2, fvHAC3, fvHAC4,  
         fvHAC5, fvHAC6, fvHAC7, fvHAC8, fvHAC9] (2)

Another set of features extracted from spatial domain 
concerned with image performance parameters are mean, 
std, kurtosis, entropy, skewness, variance. The feature 
vector is constructed for an image by single mode or 
mix mode as desired in the experiments to relate the QT 
and hiding pattern. The Feature Vectors in both setup of 
image dataset are built and accumulated to make feature 
dataset for classification.
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3.5 Significance of Proposed Method
In our system, a jpeg compressed image is investigated 
with four modified QTs against fifteen hiding pat-
terns then PSNR is evaluated with visually to make the 
final judgment to find suitable QT with relevant hiding 
pattern. However, this is adaptable to increase the num-
ber of hiding patterns to improve the accuracy. This 
makes more attempts to cross check the QT modifica-
tion with quantized DCT coefficients by satisfying the 
image steganographic requirements. The two important 
image steganographic requirements were evaluated and 
achieved better performance concerned with embedding 
capacity and minimal distortion.  

The proposed method improves the security & robust-
ness on each of the followings
1. Estimation of primary QT is a challenge (if appending 

secondary QT)
2. If not appending secondary QT, append modification 

code, it is harder to detect it
3. Both parties agree with QTs and hiding patterns
4. The mathematical model based on the image fea-

tures in sender and receiver side is used to extract the 
appropriate QT and hiding patterns in both sides. It 
will enable the stego invariant property, increase the 
robustness and security. 

4. Investigational Results and 
Discussion
To assess the efficiency of our proposed JPEG stegan-
ography approach, the requirements of this approach 
were critically analyzed with its constructive stuffs of the 
scheme compared with literature. The MIT database is the 
dataset for the experiments and some datasets were the 
poor candidates for this proposed work with the evidence 
of experimental proof. The MIT forest image database 
with fifty gray images was selected to apply data hiding 
using Matlab R2015.  In the experimental design, as these 
JPEG images use one QT, the QT is extracted from com-
pressed images. Then the QT is modified or adjusted as 
in the proposed method and generate four different QT. 
The original table was simply modified and coded with 
Matlab and the results are used to compare the perfor-
mance of the proposed method. Although mid frequency 
area coefficients use two bits hiding mentioned in36, the 
selection of lower frequency area elements to be hidden 

are derived by single by single increment of one bit hiding 
with horizontal, vertical and diagonal basis by randomly. 
The fluctuation of PSNR is used to derive the possible 
random data hiding patterns. The combination of four 
generated QTs and fifteen derived hiding patterns were 
coded each other. From the results set, the suitable QT 
with adaptable hiding pattern is found by maximizing the 
PSNR of the produced cover and stego images. The major 
aspects of JPEG steganography, namely, imperceptibility, 
embedding and security are discussed. In case of lower 
frequency area elements   data hiding regarding to pro-
posed scheme, the compression ratio does not influenced 
in this scheme as higher frequency area elements same 
as in the original after quantization process. The PSNR is 
the main quality parameter used to measure the fidelity of 
cover and stego JPEG images. The fifteen hiding patterns 
were derived based on the comparison of mid frequency 
coefficients data hiding by comparing the PSNR values. 
The every individual pattern compared with literature 
and that is selected based on the PSNR comparisons. 
The experimental results of fifteen individual patterns 
compared with mid frequency data hiding show the com-
petitive results as shown in Figure 4. 

Figure 4. The individual PSNR comparison of each pattern 
with literature in for 50 images.

The fifty gray images were used to implement the 
combine experiments of four QTs and fifteen data hid-
ing patterns. The PSNR results of all images with selected 
QT and hiding pattern indicates the comparison of lit-
erature. It shows the significant improvement compared 
with existing standard pattern and also it depends on the 
image contents. In Figure 5, most of the images compete 
with literature and in some cases it shows little bit differ-
ence and it indicates acceptable level. 
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Figure 5. The final PSNR derived for the 50 compressed 
images compared with literature in.

Since the data hiding happens in lower and middle 
part of the frequency domain, it obviously improves 
embedding capacity. The actual secrete message bits hid-
den in the existing work is 52 bits per block and this is 
increased by selecting some lower frequency area coeffi-
cients to be concealed more than 52 bits. Each and every 
pattern indicates the embedding capacity per block in 
bits. P1 = 54, P2 = 55, P3 = 56, P4 = 55, P5 = 55, P6 = 
54, P7 = 55, P8 = 55, P9 = 54, P10 = 55, P11 = 57, P12 = 
57, P13 = 57, P14 = 57, P15 = 57. Even though embed-
ding capacity increased, the patterns indicates not only 
embedding capacity but also select the embedding loca-
tion with minimizing distortion. Data hiding patterns 
combines embedding capacity and best coefficient selec-
tion for hiding. The comparison and number of bits per 
block to be hidden in the block indicated in Figure 6.

Figure 6. The comparison of embedding capacity for 50 
images with literature in.

Our proposed method presents the relationship 
between QT, coefficient selection in lower frequency area 
and image contents. By using this relationship, we find the 
model that predicts the QT and hiding location based on 
the image performance parameters and DCT domain fea-
tures37–39. The extracted features of cover and stego images 
are modeled against selected QT and data hiding pattern 
for them. The various combinations of image features are 

related with QT and hiding pattern. Hypothesis is initi-
ated with P-value < 0.005. By using this hypothesis, the 
relationship was found and the mathematical model was 
fitted. This model is used in sender and receiver side to 
predict the QT and data hiding pattern without know-
ing the actual mechanism and the model is used as key. 
It is essential to validate the model to identify the feature 
that discriminate the model. The experiments are fitted 
using statistical software R to find the model and hypoth-
esis checking. Table 2 and Table 3 show the identified 
relationship between the image features, QT and embed-
ding locations. RC indicates the relationship between the 
cover images and RS indicates the relationship between 
the stego images.

Table 2. Relationship between cover images, quantization 
tables and hiding patterns
Relation Image features – 

Cover image
Quantization
table

Pattern P-value

DCT Spatial 
domain

RC1 Std × Relation × 0.04128

RC2 × Mean + 
Std

× Relation 0.02486

RC3 mean mean × Relation 0.02241

RC4 mean entropy × Relation 0.04898

RC5 mean Std × Relation 0.01966

Table 3. Relationship between stego images, quantization 
tables and hiding patterns
Relation Image features – 

Stego image
Quantiza-
tion table

Pattern P-value

DCT Spatial 
domain

RS1 × Mean + std 
+ entropy+ 
kurtosis

Relation × 0.00685

RS2 Std × Relation × 0.03017

RS3 entropy entropy × Relation 0.001085

RS4 × Mean + std 
+ entropy+ 
kurtosis

× Relation 4.568e-
12

Table 2 shows the relationship among the QTs, 
hiding patterns and image features. There is only one 
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relationship specified as RC1 between standard devia-
tion of histogram related to DCT features and QTs. The 
combination of mean and standard deviation of spatial 
domain features indicates the relationship specified as 
RC2 with hiding patterns. Both spatial and frequency 
domain features establish the relationship concerned 
with data hiding patterns specified as RC3, RC4 and 
RC5 respectively.

Table 3 produces the relationship between the spatial 
and frequency domain features, QT and data hiding pat-
terns. RS1 and RS2 relate QT with spatial domain features 
and frequency domain features respectively. RS3 indi-
cates the relationship between the spatial and frequency 
domain features with data hiding patterns while RS4 
shows the relationship between the combined features of 
spatial domain and data hiding patterns. The mathemati-
cal equations of each relation in both sides are mentioned 
above both tables. RC series indicates the selection QT 
(QT) and hiding pattern (Patt) in sender side. RS series 
indicate the prediction of used QT and employed data 
hiding pattern in receiver side.

5. Conclusion
In this research article, a high capacity JPEG com-
pressed domain steganographic technique is proposed. 
Though mid frequency coefficients are used to hide 
data, this method modifies certain lower part of the 
QT entries and provides random coefficients selection 
in lower frequency area to increase the space for data 
hiding with minimizing distortion of double quan-
tization effect. This proposed scheme achieves high 
data embedding capacity and minimizes the distor-
tion produced by data hiding and double quantization 
effect. Through exploring the relationship between the 
modification of QT, selection of DCT coefficients in 
lower frequency area, embedding capacity and image 
contents, the secure stego invariant model is presented 
to enable secure data transmission between sender 
and receiver.  Experimental results revealed that our 
method minimize the distortion produced in JPEG 
stego image while increasing the embedding capacity 
by hiding secrete message in lower frequency coeffi-
cients. In addition, the stego file size is considerably 
not increased as this technique focus in lowering coef-
ficients for data hiding. The related studies in literature 
present static data hiding by analyzing single DCT 
coefficient in lower frequency area but our scheme 

provides more possibilities to analyze the lower part 
QT entry with lower frequency coefficients in DCT 
domain to make hiding bits. The proposed scheme is 
competitive with other methods in terms of the imper-
ceptibility, embedding capacity and security and it 
depends on the image contents transmitted with JPEG 
format.
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